1 SUSPICIOUS LINES

Notable

Code reviewed by human, conclusions are for reference only since no
runtime checks or detections were made.

The farming contract takes user’s deposit of one token and returns
a reward amount of another token every period of time. It’s working
on a pair of ERC20 tokens (D, R), where D is what users are going to
deposit, R is what will be rewarded to users after a period of saving
of D. Ideally every user should create his own one of contract Farming
(line 637), it’s supposed to generate token R in form of rewards based
on the amount and time of savings of D (non-autonomously). Yet the
contract Farming is like working in a open domain, thus any other users
might operate on this contract unexpectedly. Which implies that a user
might be able to find one of the highest public rewardRate (650), and
deposit (712) to that one instead of creating his own for a better interest.
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1.2 Useless storage reservation in 265 . . . . . . . .. .. .. ... .. 1
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1.4 Dangerous public functions . . . . .. .. ... ... 2

2 Verifications 2

3 Confirmations 2

4 Conclusions 2

5 Code Copy 2

1 Suspicious Lines

1.1 Redundant initialization guard points 235

Themodifier initializer (235) seems trying to ensure the function initialize
(608) to be invoked once. Which is making no sense after checking it’s starting
point (675), should thus be removed.

1.2 Useless storage reservation in 265

The reserved private ______ gap (265) is a waste, it won’t serve as layout
reservation in a solidity contract.
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1.3 Misusing modifiers

These modifiers were improperly designed and used like functions (664, 759),
which is opening security hole to the public. Including the wired implemented
function notifyRewardAmount (780).

1.4 Dangerous public functions

The public functions (712, 719, 780) plus the improperly implemented modifiers
(664, 759) together change private values yet shared in public, thus exposing
important fields like the public rewardRate to everyone.

2 Verifications

Skipped.

3 Confirmations

Skipped.

4 Conclusions

The contract Farming (637) is supposed to protect LP (line 654) for all fields
being used for calculation from others, specially the reward rate (650) and the
farming supply (605).

The farming supply (605) is restricted to the LP only (733), which is good.
But those misusing modifers, such as updateReward, checkhalve, etc., does
not have any such restriction from public. Thus people other than the LP may
put a tiny stake (712) to a high rated LP contract for a better profit for the
reward token. This is hidden backdoor.

Besides, the modifiers (664, 759) are not supposed to update the significant
fields in this case. Especially almost without any restrictions and fallbacks. The
author seems to made the contract Farming in a traditional request-respond
(websites) mode, thus imposed many request based field updates. Which is
dangerous, at lease in this case.

Other dangerous functions being so, because they open to the public with-
out any concerns for changing states. Or changing significant states from a
notification (780).

5 Code Copy

Note: referred lines are highlighted.
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/**
*Submitted for wverification at BscScan.com on 2021-01-29
*/

// SPDX-License-Identifier: GPL-3.0-or-later
pragma solidity ~0.6.12;

library Address {
/*k

* @dev Returns true if “account’ %s a contract.

* [IMPORTANT]

% ====

* It 15 unsafe to assume that an address for which this
— function returns

* false is an externally-owned account (EUA) and not a
— contract.

*

* Among others, “isContract’ will return false for the
— following

* types of addresses:

*
* - an externally-owned account

* — g contract in comstruction

* - an address where a contract will be created

* - an address where a contract lived, but was destroyed
¥ ====

*/

function isContract(address account) internal view returns
— (bool) {
// This method relies on exztcodesize, which returns 0 for
— contracts in
// construction, since the code is only stored at the end
— of the
// constructor execution.

uint256 size;

// solhint-disable-next-line no-inline-assembly
assembly { size := extcodesize(account) }
return size > 0;

}
/% x

* @dev Replacement for Solidity's “transfer’: sends “amount’
— wet to
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* “recipient’, forwarding all available gas and reverting on

errors.
*

* https://eips.ethereum.orq/EIPS/eip-1884[EIP188/] increases

the gas cost

* of certain opcodes, possibly making contiracts go over the

2300 gas limtt

* imposed by ‘transfer’, making them unable to receive funds

via

* “transfer . {sendValue} removes this limitation.
*

*

https://diligence. consensys.net/posts/2019/09/stop-using-soliditys-transfer-now/[Learn

more] .
*

* IMPORTANT: because control is transferred to ‘recipient’,

care must be

* taken to mot create reentrancy vulnerabilities. Consider

uUSing
* {ReentrancyGuard} or the
*

https://solidity.readthedocs.i0/en/v0.5.11/security-considerations.html#use-the-checks-

pattern].
*/

function sendValue(address payable recipient, uint256 amount)

internal {
require(address(this) .balance >= amount, "Address:
insufficient balance");

// solhint-disable-next-line avoid-low-level-calls,
avoid—-call-value

(bool success, ) = recipient.call{ value: amount }("");

require(success, "Address: unable to send value,
recipient may have reverted");

3

/% *

* @dev Performs a Solidity function call using a low level

“call”. A

* plain-call’” 4s an unsafe replacement for a function call:

use this

* function instead.
*

* If “target’ reverts with a revert reason, it is bubbled up

by this
* function (like regular Solidity function calls).
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—

—

*

* Returns the raw returned data. To convert to the expected

return value,
* yse

https://solidity.readthedocs.io/en/latest/units-and-global-variables.html?highlight=ab?

*

* Requirements:

*

* - “target” must be a coniract.

* — calling “target” with ‘data” must not revert.
*

* Available since v3.1._

*/
function functionCall(address target, bytes memory data)
internal returns (bytes memory) {
return functionCall(target, data, "Address: low-level
call failed");
¥

VLT

* @dev Same as

{zref-Address-functionCall-address-bytes—}[  functionCall ],

but with

* ‘errorMessage” as a fallback revert reason when “target’

reverts.
*

* _Available since v3.1._
*/

function functionCall(address target, bytes memory data,

string memory errorMessage) internal returns (bytes memory) {

return functionCallWithValue(target, data, O,
errorMessage) ;

}

/*k

* @dev Same as

{zref-Address-functionCall-address-bytes—}[  functionCall ],

* but also transferring “wvalue  wet to “target’.

*

* Requirements:

*

* — the calling contract must have an ETH balance of at
least “walue .

* — the called Solidity function must be “payable’.

*

* Available since v3.1._
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*/
function functionCallWithValue(address target, bytes memory
data, uint256 value) internal returns (bytes memory) {
return functionCallWithValue(target, data, value,
"Address: low-level call with value failed");
}

VLTS
* @dev Same as
{zref-Address-functionCallWithValue-address-bytes-uint256-}[" functionCallWithValue ],
but
* with “errorMessage ™ as a fallback revert reason when
‘target” reverts.
*
* _Available since v3.1._
*/
function functionCallWithValue(address target, bytes memory
data, uint256 value, string memory errorMessage) internal
returns (bytes memory) {
require(address(this) .balance >= value, "Address:
insufficient balance for call");
require(isContract(target), "Address: call to
non-contract") ;

// solhint-disable-next-line avoid-low-level-calls

(bool success, bytes memory returndata) = target.call{
value: value }(data);

return _verifyCallResult(success, returndata,
errorMessage) ;

3

VLS

* @dev Same as
{zref-Address-functionCall-address-bytes—}[ functionCall ],

* but performing a static call.

*

* _Available since v3.3._

*/
function functionStaticCall(address target, bytes memory
data) internal view returns (bytes memory) {

return functionStaticCall(target, data, "Address:

low-level static call failed");

}

/% x
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* @dev Same as

{zref-Address-functionCall-address-bytes-string-}[ functionCall ],

* but performing a static call.
*

* _Available since v3.3._
*/
function functionStaticCall(address target, bytes memory
data, string memory errorMessage) internal view returns
(bytes memory) {
require(isContract (target), "Address: static call to
non-contract");

// solhint-disable-next-line avoid-low-level-calls

(bool success, bytes memory returndata) =
target.staticcall(data);

return _verifyCallResult(success, returndata,
errorMessage) ;

}

VLT

* @dev Same as

{zref-Address-functionCall-address-bytes—}[  functionCall ],

* but performing a delegate call.
*

* _Available since v3.3._

*/

function functionDelegateCall(address target, bytes memory

data) internal returns (bytes memory) {

return functionDelegateCall(target, data, "Address:
low-level delegate call failed");
}

/% x

* @dev Same as

{zref-Address-functionCall-address-bytes-string-}[ functionCall ],

* but performing a delegate call.
*

* Available since v3.3._

*/

function functionDelegateCall(address target, bytes memory

data, string memory errorMessage) internal returns (bytes
memory) {

require(isContract(target), "Address: delegate call to

non-contract");

// solhint-disable-next-line avoid-low-level-calls
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(bool success, bytes memory returndata) =
— target.delegatecall(data);

return _verifyCallResult(success, returndata,
< errorMessage);

}

function _verifyCallResult(bool success, bytes memory
- returndata, string memory errorMessage) private pure
— returns(bytes memory) {
if (success) {
return returndata;
} else {
// Look for revert reason and bubble it up if present
if (returndata.length > 0) {
// The easiest way to bubble the revert reason s
— using memory via assembly

// solhint-disable-next-line no-inline-assembly
assembly {
let returndata_size := mload(returndata)
revert(add(32, returndata),
<» returndata_size)
}
} else {
revert (errorMessage) ;

}

3

VS
* @dev Standard math utilities missing in the Solidity language.
*/
library Math {
/K
* @dev Returns the largest of two numbers.
*/
function max(uint256 a, uint256 b) internal pure returns
- (uint256) {
return a >= b [7 a : b;
b

VELS

* @dev Returns the smallest of two numbers.

*/
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function min(uint256 a, uint256 b) internal pure returns
(uint256) {
return a < b @ a : b;

3

VLS
* @dev Returns the average of two numbers. The result is
rounded towards
* zero.
*/
function average(uint256 a, uint256 b) internal pure returns
(uint256) {
// (a +b) / 2 can overflow, so we distribute
return (a / 2) + (b / 2) + ((a E 2 +b E 2) / 2);

contract Initializable {

Jk*

* @dev Indicates that the contract has been initialized.

*/

bool private initialized;

Jk*

* @dev Indicates that the contract ts im the process of being
initialized.

*/

bool private initializing;

J**

* @dev Modifier to use in the initializer function of a
contract.

*/

modifier initializer() { //«

require(initializing [] isConstructor() [] linitialized,
"Contract instance has already been initialized");

bool isTopLevelCall = !initializing;
if (isTopLevelCall) {

initializing = true;

initialized = true;

}
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—

—

}

uint256[50] private

if (isTopLevelCall) {
initializing = false;

3

/// @dev Returns true if and only tf the function is running in

the constructor

function isConstructor() private view returns (bool) {

// extcodesize checks the size of the code stored in an
address, and

// address returns the current address. Since the code is
still not

// deployed when running a constructor, any checks on its
code size will

// yield zero, making it an effective way to detect if a
contract ts

// under construction or not.

address self = address(this);

uint256 cs;

assembly { cs := extcodesize(self) }

return cs == 0;

// Reserved storage space to allow for layout changes in the

future.

interface IERC20 {

—

—

VLT
* @dev Returns the amount of tokens in existence.
*/

function totalSupply() external view returns (uint256);

/*k
* @dev Returns the amount of tokens owned by ‘account’.
*/
function balanceOf (address account) external view returns
(uint256) ;

VLT

* @dev Moves ‘amount” tokens from the caller's account to
‘recipient .

*

* Returns a boolean walue indicating whether the operation
succeeded.
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*
* Emits a {Transfer} event.
*/
function transfer(address recipient, uint256 amount) external
returns (bool);

VLS

* @dev Returns the remaining number of tokens that “spender’
will be

* agllowed to spend on behalf of “owner’ through
{transferFrom}. This s

* zero by default.

*

* This value changes when {approve} or {transferFrom} are
called.

*/
function allowance(address owner, address spender) external
view returns (uint256);

/k*

* @dev Sets ‘amount” as the allowance of “spender’ over the
caller's tokens.

*

* Returns a boolean walue indicating whether the operation
succeeded.

*

* IMPORTANT: Beware that changing an allowance with this
method brings the risk

* that someone may use both the old and the new allowance by
unfortunate

* transaction ordering. One possible solution to mitigate
this Tace

* condition ts to first reduce the spender's allowance to 0
and set the

* desired value afterwards:

*

https://github.com/ethereum/EIPs/issues/20#issuecomment—-263524729

*
* Emits an {Approvall} event.
*/
function approve(address spender, uint256 amount) external
returns (bool);

/% x

* @dev Moves ‘amount” tokens from ‘sender’ to ‘recipient’
using the

11 by dc
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* allowance mechanism. “amount’ %is then deducted from the
— caller's

* allowance.

*

* Returns a boolean value indicating whether the operation
— succeeded.

*

* Emits a {Transfer} event.

*/

function transferFrom(address sender, address recipient,

— uint256 amount) external returns (bool);

J**
* @dev Emitted when “wvalue  tokens are moved from one
< account (from’) to
* gnother (“to’).
*
* Note that ‘wvalue  may be zero.
*/
event Transfer(address indexed from, address indexed to,
— uint256 value);

VELS
* @dev Emitted when the allowance of a “spender” for an
— owner  1s set by
* g call to {approvel}. “walue’ is the new allowance.
*/
event Approval(address indexed owner, address indexed
— spender, uint256 value);

3

//import "./IERC20.sol";
//import "../../math/SafeMath.sol";
//import "../../utils/Address.sol";

VL]

* Otitle SafeERC20

* @dev Wrappers around ERC20 operations that throw on failure
— (when the token

* contract returns false). Tokens that return no value (and
— 1nstead revert or

* throw on fatilure) are also supported, non-reverting calls are
— assumed to be

* successful.

* To use this library you can add a "using SafeERC20 for

— IERC20;" statement to your contract,

12 by dc
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* which allows you to call the safe operations as

“token.safeTransfer(...) ", etc.

library SafeERC20 {

using SafeMath for uint256;
using Address for address;

function safeTransfer (IERC20 token, address to, uint256
value) internal {

_callOptionalReturn(token,
abi.encodeWithSelector (token.transfer.selector, to, value));

}

function safeTransferFrom(IERC20 token, address from, address
to, uint256 value) intermal {

_callOptionalReturn(token,
abi.encodeWithSelector (token.transferFrom.selector, from, to,
value)) ;

3

/*k
* @dev Deprecated. This function has issues similar to the
ones found in
* {IERC20-approvel}, and its usage is discouraged.
*
* Whenever possible, use {safelncreaseAllowance} and
* {safeDecreasedllowance} instead.
*/
function safeApprove(IERC20 token, address spender, uint256
value) internal {
// safedApprove should only be called when setting an
initial allowance,
// or when resetting it to zero. To increase and decrease
1t, use
// 'safeIncreaseAllowance' and 'safeDecreaseAllowance'’
// solhint-disable-next-line maz-line-length
require((value == 0) [] (token.allowance (address(this),
spender) == 0),
"SafeERC20: approve from non-zero to non-zero
allowance"
)
_callOptionalReturn(token,
abi.encodeWithSelector (token.approve.selector, spender,
value));

3
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function safeIncreaseAllowance(IERC20 token, address spender,
uint256 value) internal {

uint256 newAllowance = token.allowance(address(this),
spender) .add (value) ;

_callOptionalReturn(token,
abi.encodeWithSelector (token.approve.selector, spender,
newAllowance)) ;

3

function safeDecreaseAllowance(IERC20 token, address spender,
uint256 value) internal {

uint256 newAllowance = token.allowance(address(this),
spender) .sub(value, "SafeERC20: decreased allowance below
zero");

_callOptionalReturn(token,
abi.encodeWithSelector (token.approve.selector, spender,
newAllowance)) ;

}

/k*
* @dev Imitates a Solidity high-level call (i.e. a regular
function call to a contract), relazing the requirement
* on the return value: the return wvalue is optional (but <if
data is returned, it must not be false).
* @param token The token targeted by the call.
* @param data The call data (encoded using abi.encode or one
of its wariants).
*/
function _callOptionalReturn(IERC20 token, bytes memory data)
private {
// We need to perform a low level call here, to bypass
Solidity's return data stize checking mechanism, since
// we're implementing it ourselves. We use
{Address. functionCall} to perform this call, which verifies
that
// the target address contains contract code and also
asserts for success in the low-level call.

bytes memory returndata =
address(token) .functionCall(data, "SafeERC20: low-level call
failed");
if (returndata.length > 0) { // Return data is optional
// solhint-disable-next-line maz-line-length
require(abi.decode(returndata, (bool)), "SafeERC20:
ERC20 operation did not succeed");
}
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3

library SafeMath {
/*k
* @dev Returns the addition of two unsigned integers, with
— an overflow flag.
*/
function tryAdd(uint256 a, uint256 b) internal pure returns
— (bool, uint256) {
uint256 ¢ = a + b;
if (¢ < a) return (false, 0);
return (true, c);

3

VLS
* @dev Returns the substraction of two unsigned integers,
— with an overflow flag.
*/
function trySub(uint256 a, uint256 b) internal pure returns
— (bool, uint256) {
if (b > a) return (false, 0);
return (true, a - b);

3

/*k
* @dev Returns the multiplication of two unsigned integers,
— with an overflow flag.
*/
function tryMul(uint256 a, uint256 b) internal pure returns
— (bool, uint256) {
// Gas optimization: this is cheaper than requiring
— mnot being zero, but the
// benefit is lost if 'b' is also tested.
// See:
< https://github.com/OpenZeppelin/openzeppelin-contracts/pull/522
if (a == 0) return (true, 0);
uint256 ¢ = a * b;
if (¢ / a !'= b) return (false, 0);
return (true, c);

! !

a

3

/*k
* @dev Returns the divistion of two unsigned integers, with a
— division by zero flag.

*/
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function tryDiv(uint256 a, uint256 b) internal pure returns
(bool, uint256) {

if (b == 0) return (false, 0);

return (true, a / b);

}

VALY
* @dev Returns the remainder of dividing two unsigned
integers, with a division by zero flag.
*/
function tryMod(uint256 a, uint256 b) internal pure returns
(bool, uint256) {
if (b == 0) return (false, 0);
return (true, a E b);
b

VLS
* @dev Returns the addition of two unsigned integers,
reverting on
* overflow.
*
* Counterpart to Solidity's "+  operator.
*
* Requirements:
*
* — Addition cannot overflow.
*/
function add(uint256 a, uint256 b) internal pure returns
(uint256) {
uint256 ¢ = a + b;
require(c >= a, "SafeMath: addition overflow");
return c;

}

/*k

* @dev Returns the subtraction of two unsigned integers,
reverting on

* overflow (when the result is negative).

*

* Counterpart to Solidity's - operator.

*

* Requirements:

*

* — Subtraction cannot overflow.

*/

16 by dc



484

485

486

488

489

490

492

493

494

495

496

497

498

499

500

501

502

504

505

506

507

508

509

510

512

513

515

516

517

518

519

520

521

5 CODE COPY

function sub(uint256 a, uint256 b) internal pure returns
(uint256) {
require(b <= a, "SafeMath: subtraction overflow");
return a - b;

b
/**

* @dev Returns the multiplication of two unsigned integers,
reverting on

* overflow.

Counterpart to Solidity's “*° operator.

Requirements:

* % ¥ %X % %

- Multiplication cannot overflow.
*/
function mul(uint256 a, uint256 b) internal pure returns
(uint256) {
if (a == 0) return O;
uint256 ¢ = a * b;
require(c / a == b, "SafeMath: multiplication overflow");
return c;

3

/*k

* @dev Returns the integer division of two unsigned
integers, reverting on

* diviston by zero. The result is rounded towards zero.
*

* Counterpart to Solidity's */  operator. Note: this
function uses a

* “revert’ opcode (which leaves remaining gas untouched)
while Solidity

* uses an invalid opcode to revert (consuming all remaining
gas).

*

* Requirements:

*

* — The divisor cannot be zero.

*/
function div(uint256 a, uint256 b) internal pure returns
(uint256) {

require(b > 0, "SafeMath: division by zero");
return a / b;

17 by dc



522

523

524

526

527

528

529

530

531

532

533

534

535

536

537

538

539

541

542

543

545

546

548

549

550

551

553

554

555

557

558

5 CODE COPY

VELS

* @dev Returns the remainder of dividing two unsigned
integers. (unsigned integer modulo),

* reverting when dividing by zero.

*

* Counterpart to Solidity's )" operator. This function uses
a “revert’

* opcode (which leaves remaining gas untouched) while
Solidity uses an

* invalid opcode to revert (consuming all Temaining gas).

*
* Requirements:
*
* — The dtvisor cannot be zero.
*/
function mod(uint256 a, uint256 b) internal pure returns
(uint256) {
require(b > 0, "SafeMath: modulo by zero");
return a E b;

VELS

* @dev Returns the subtraction of two unsigned integers,
reverting with custom message on

* overflow (when the result is negative).

*

* CAUTION: This function ts deprecated because it requires
allocating memory for the error

* message unnecessarily. For custom revert reasons use
{trySub}.

*

* Counterpart to Solidity's - operator.

*

* Requirements:

*

* — Subtraction cannot overflow.

*/
function sub(uint256 a, uint256 b, string memory
errorMessage) internal pure returns (uint256) {

require(b <= a, errorMessage);
return a - b;

/% x
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* @dev Returns the integer division of two unsigned
integers, reverting with custom message on

* divistion by zero. The result is rounded towards zero.

*

* CAUTION: This function is deprecated because it requires
allocating memory for the error

* message unnecessartly. For custom revert reasons use
{tryDiv}.

*

* Counterpart to Solidity's */  operator. Note: this
function uses a

* ‘revert’ opcode (which leaves remaining gas untouched)
while Solidity

* uses an invalid opcode to revert (consuming all remaining
gas).

*

* Requirements:

*

* - The divisor cannot be zero.

*/
function div(uint256 a, uint256 b, string memory
errorMessage) internal pure returns (uint256) {

require(b > O, errorMessage) ;
return a / b;

3

VAL

* @dev Returns the remainder of dividing two unsigned
integers. (unsigned integer modulo),

* reverting with custom message when dividing by zero.

*

* CAUTION: This function is deprecated because it requires
allocating memory for the error

* message unnecessartly. For custom revert reasons use
{tryMod}.

*

* Counterpart to Solidity's )" operator. This function uses
a ‘revert’

* opcode (which leaves remaining gas untouched) while
Solidity uses an

* invalid opcode to revert (consuming all Temaining gas).

*
* Requirements:
*
*

- The divisor cannot be zero.

*/
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—

}

function mod(uint256 a, uint256 b, string memory
errorMessage) internal pure returns (uint256) {
require(b > 0, errorMessage);
return a E b;

contract StakePool is Initializable {

Jk*

using SafeMath for uint256;
using SafeERC20 for IERC20;

TERC20 public depositToken;

uint256 private _totalSupply; //<—
mapping(address => uint256) private _balances;

function initialize(address _token) public initializer { //+
depositToken = IERC20(_token);
}

function totalSupply() public view returns (uint256) {
return _totalSupply;
}

function balance0Of (address account) public view returns
(uint256) {
return _balances[account];

}

function _stake(uint256 amount) internal {
_totalSupply = _totalSupply.add(amount) ;
_balances[msg.sender] =
_balances[msg.sender] .add (amount) ;
depositToken.safeTransferFrom(msg.sender, address(this),
amount) ;

}

function _withdraw(uint256 amount) internal {
_totalSupply = _totalSupply.sub(amount) ;
_balances[msg.sender] =

_balances[msg.sender] . sub(amount) ;
depositToken.safeTransfer(msg.sender, amount);

}
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634 * Yield Token will be halved at each period.
635 */

636

637 contract Farming is StakePool {//+

638 // Yield Token as a reward for stakers

639 TERC20 public rewardToken;

640

641 // Halving period in seconds, should be defined as 7 days or
— 1 week

642 uint256 public halvingPeriod = 604800;

643 // Total reward in 18 decimal

644 uint256 public totalreward;

645 // Starting timestamp for Staking Pool

646 uint256 public starttime;

647 // The timestamp when stakers should be allowed to withdraw

648 uint256 public stakingtime;

649 uint256 public eraPeriod = 0;

650 uint256 public rewardRate = 0; //«

651 uint256 public lastUpdateTime;

652 uint256 public rewardPerTokenStored;

653 uint256 public totalRewards = O;

654 address private LPaddress; //+

655

656 mapping(address => uint256) public userRewardPerTokenPaid;

657 mapping(address => uint256) public rewards;

658

650 event RewardAdded(uint256 reward);

660 event Staked(address indexed user, uint256 amount);

661 event Withdrawn(address indexed user, uint256 amount);

662 event RewardPaid(address indexed user, uint256 reward) ;

663

664 modifier updateReward(address account) { //+

665 rewardPerTokenStored = rewardPerToken();

666 lastUpdateTime = lastTimeRewardApplicable();

667 if (account != address(0)) {

668 rewards [account] = earned(account);

669 userRewardPerTokenPaid[account] =
—» rewardPerTokenStored;

670 }

671 _

672 }

673

674 constructor(address _depositToken, address _rewardToken,

— uint256 _totalreward, uint256 _starttime, uint256
— _stakingtime) public {
675 super.initialize(_depositToken); //4—
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—

rewardToken = IERC20(_rewardToken) ;

LPaddress = msg.sender;

starttime = _starttime;

stakingtime = _stakingtime;

notifyRewardAmount (_totalreward.mul(50) .div(100));
}

function lastTimeRewardApplicable() public view returns
(uint256) {
return Math.min(block.timestamp, eraPeriod);

}

//Reward per LP token
function rewardPerToken() public view returns (uint256) {
if (totalSupply() == 0) {
return rewardPerTokenStored;
}
return
rewardPerTokenStored.add (
lastTimeRewardApplicable ()
.sub(lastUpdateTime)
.mul (rewardRate)
.mul(!e18)
.div(totalSupply())
)3
}

//Users earned reward
function earned(address account) public view returns
(uint256) {
return
balanceOf (account)

.mul (rewardPerToken() . sub(userRewardPerTokenPaid[account]))
.div(!e18)
.add (rewards [account]) ;

}

//User stake LP token
function stake(uint256 amount) public
updateReward(msg.sender) checkhalve checkStart{ //«
require(amount > O, "ERROR: Cannot stake O Token");
super._stake (amount) ;
emit Staked(msg.sender, amount);
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—

—

—

//User withdraw staked LP token
function withdraw(uint256 amount) public
updateReward(msg.sender) checkhalve checkStart stakingTime{
/)
require(amount > O, "ERROR: Cannot withdraw 0");
super._withdraw(amount) ;
emit Withdrawn(msg.sender, amount);

3

//User withdraw staked LP token and rewards

function exit() external stakingTime{
withdraw(balanceOf (msg.sender)) ;
_getRewardInternal();

3

//Start by depositing rewards
function depositReward() external {

require(msg.sender == LPaddress, "ERROR: Cannot
deposit?"); //+

depositToken.safeTransfer (LPaddress, totalSupply());
}

//User withdraw rewards only
function getReward() public updateReward(msg.sender)
checkhalve checkStart stakingTime{
uint256 reward = earned(msg.sender) ;
if (reward > 0) {
rewards [msg.sender] = 0;
rewardToken.safeTransfer(msg.sender, reward) ;
emit RewardPaid(msg.sender, reward);
totalRewards = totalRewards.add(reward);

}

//Update rewards
function _getRewardInternal() internal
updateReward(msg.sender) checkhalve checkStart{
uint256 reward = earned(msg.sender) ;
if (reward > 0) {
rewards [msg.sender] = 0;
rewardToken.safeTransfer (msg.sender, reward);
emit RewardPaid(msg.sender, reward);
totalRewards = totalRewards.add(reward);
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modifier checkhalve(){ //+
if (block.timestamp >= eraPeriod) {
totalreward = totalreward.mul (50).div(100);

rewardRate = totalreward.div(halvingPeriod) ;
eraPeriod = block.timestamp.add(halvingPeriod);
emit RewardAdded(totalreward);

}

modifier checkStart(){
require(block.timestamp > starttime,"ERROR: Not started
- yet");

-

}

modifier stakingTime(){
require(block.timestamp >= stakingtime,"ERROR:
— Withdrawals not allowed yet");

-

}

function notifyRewardAmount (uint256 reward) //<—
internal
updateReward(address(0))

if (block.timestamp >= eraPeriod) {
rewardRate = reward.div(halvingPeriod);

} else {
uint256 remaining = eraPeriod.sub(block.timestamp);
uint256 leftover = remaining.mul (rewardRate) ;
rewardRate =

— reward.add(leftover) .div(halvingPeriod) ;

3

totalreward = reward;

lastUpdateTime = block.timestamp;

eraPeriod = block.timestamp.add(halvingPeriod);

emit RewardAdded(reward);
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